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Areas of Expertise

Risk Management

IT Security (SAP)

(Lean) Process Improvement
by Process Mining
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Dwayne Valkenburg RE

Background sinds 2006 \ =
= |T Engineering, Managed IT Services, o N NS

Software Development. .

. NOWLEDGE

* |T & GRC Business Transformations cOACHING ~ TEACHING [ K .
= |T Auditing, IT Risk Management and Internal | %

Auditing, at PwC TA LE NT .
=  Voluntair NOREA, ISACA & IIA Young Profs g PN

P g
/

Initiator: Cyberus KiLLs

= Traineeship partner for Young Talent
Development:

— IT Audit, IT Risk & Cyber Security

= ‘Securing your future’
— With the next generation!

~EXPERIENCE DEVELOPMENT
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Governance, Risk & Compliance: aglmlggwgv/w

3 lines of defense c u
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The Three Lines of Defense Model
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— 2¢line: Compliance & Risk
— 3¢line: Internal Audit

= Cooperation on all “lines of

15t Line of Defense 2"d Line of Defense 3rd Line of Defense
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Management Internal

Controls Control Internal Audit

Measures
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Risk management process
(ISO 31000)

Vaststellen context

SEALEE dentificatie verplichtingen en risico’s Evaluatie

. prestaties
(interne

en
externe

(monitoring
: naleving
compiance Risico-analyse (kans/impact) en
rapportage) effectiviteit)

Risico-evaluatie (ranking en prioriteiten)

Risicobeheersing (beheersmaatregelen) «—
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Confinuous Improvement Process:

(hon) compliance management & action monitoring

Register Monitor
Install control procedures &

What did happen: incident, non-
compliance monitor progress
What could happen: “near miss”, risico

Classify Implement

What isthe problem Correction or preventive action

Analyze Resolute

Why did it happen/Why should it What has already been done
happen (RCA) What needs to be done

Communication, Collaboration and Reporting

20 april 2018
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Risk Governance Support

ture’
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Act Plan
Risk Management is about

t l PLAN, DO, CHECK, ACT

Check Do
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Risk Analysis with BowTie

Hazards, Threats, Controls, Impac Cyberus
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Car lights are
turned on

Defensive driving

Activity: SCA-07 -
General car

Activity: SCA-03 -
Defensive driving

Manager

maintenance training
ible: MM - ponsible: TM -
Maintenance Training Manager
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- Risk Management Solutions

Forward collision
warning system

Slip recovery
competence

Crumple zone

™

M

S

S

Wearing a seatbelt

Airbag

Head rest adjusted
to appropriate

height

Activity: SCA-07 -
General car
maintenance
Responsible: MM -
Maintenance
Manager

(3]

Roll-over
protection
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General car
maintenance
Responsible: MM -
Maintenance

Manager

Vehicle roll-
over
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General car safety
training

Responsible: TM -

Training Manager

Crash into

other car or

motionless
object

Driver impacts
internal of car




Heat Map Driven Risk Management
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’T" Governance ” Organisation ” Compliance ” Process ” Actions l Risk. I Audit program I

Navigation <«
4 | [ Risks

4[24 Corporate register

45 Risks

. Industry cycle risk
. International operations risk
. Competition Risk
. Product Impact Risk
. Loss of Proprietary Information Ris
. IP infringement Risk
. Insurance Management Risk
. (non) Financial Reporting Risk
. Financial Reporting Risk
. Resource Allocation Risk
. Strategic Business Planning Risk
. Financial Underperformance Risk
. Customer Management Risk
. Product/Service Quality Risk
. Delivery Performance Risk
. Configuration Management Risk
. Operational Capacity Risk
. Cycle Time Risk
. Supplier Performance Risk
. Supply Chain Disruption Risk
. Human Vitality Risk
. Strategic Workforce Planning Risk
. Reputational Risk
. Human Health & Safety Risk
. EthiExample Department and Hum.
. Operational Infrastructure Disrupti
. Calamities & Matural Disaster Risk
. Yandalism / deliberate destructior
. Violation of laws and regulations
. Asset misappropriation

4 (2] Europe
b m‘l Demo Company 99
4 m‘l Demo Company Country a
4 ) Risks
» Lif27. (non) Financial Reporting Risk
[l 37. Financial Underperformance Ris

i [l 43. Cycle Time Risk
i [ 55. Human Health & Safety Risk
b J:-_{’ﬁ!.. Calamities & Natural Disaster Ri
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Probable/Likely

Risk [ Risk Controls ” Risk Chart ” Risk Audit ” Risk Assurance Progress l

52%

High

Possible
Unlikely

Rare

Minimal
Minor

All (30 Risks)
Risk «

= Subcategory: (Mone) (30)
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12.
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24.

26.
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3.

Industry eycle risk

. International operations risk

Competition Risk

Product Impact Risk

. Loss of Proprietary Information Risk

IP infringement Risk
Insurance Management Risk
{non) Financial Reporting Risk
Financial Reporting Risk

Resource Allocation Risk

Cormrmnic Duiminnns Mlannin Bl

Impact >

Moderate

I - 2
High
“ Probable/Likely
°
:E Possible
g
= Unlikely
Rare
— - ._
B B E g
T = E 3
T £
J =
Objective

The risk of major competitors or new entrances into the market, ta...
The risk of being unable to manage product environmental risks and...

The risk of loss of proprietary information from ASML, customers an...

The risk of court cases and resulting claims, caused by infringement...
The risk that the risk landscape is incomplete resulting in insurance...
The risk of misleading financial reports to existing and prospective i...

The risk of misleading financial reports to existing and prospective i...

The risk of not establishing or sustaining competitive advantage or ...

T el af cmennlicsic hiidnass and honinaes alnme sdrhin the honies
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Assessment of Residual Risks
(with risk response measures and controls in place)

Expectation of Residual Risks

#)  Select a category: |All || 01 Risk to Value | |02 Innovation || 03 Product Stewardship || 04 Product Roadmap ||07 Shareholder Value ||05 Knowledge & IP ||06 Financial Policy || 08 Customer Value ||09 Supplier Value | 10 People Value || 11 Corporate Respc

Assessment of Inherent Risks
(with NO measures and controls in place)

(latest status of recommendations on improvement of response measures and

Impact »

High
Critical

Moderate

Category

Industry cyele risk

International eperations risk

Product Impact risk

Loss of Proprietary informatio...

IP infringement risk

Insurance management risk
(non) Financial Reporting Risk
(non) Financial Reporting Risk

Resource allocation risk

Corntmmin Biimimnen Dlanninn Mel

Likelihood >
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Unllikely
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@ E8software
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52%
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2
1
— = @
g £ B
i
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Location

Demo Company Country b
Site A Factory

Demo Company Country b
Demo Company Country ¢
Demo Company Location us
Demo Company ddd

QPI BPM/ QMS

Site A Factory

Site B Factory

IP Infringement
Marine Cargo
Demo Company Country a

Demo Company Country ¢
Demo Company Location us
Demo Company ddd

Demo Company Location us

Famnn Fammmnn | anntinn e

High

Severity
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mEn

Critical

Likelihood >
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Compliance Drive Risk Management
Multicompliance: control once/comply to many

GDPR/  ISMS ISOg001  Contracten/: Richtijinen  Branche
AVG 270017 SLAs specifc

m Organisatie

a Processen
Maatregelenset.. |
a Middelen

Eén ‘best-practic’

*) of NEN 7510 Documenten
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Process Risk Management

no samples but 100% monitoring
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» Receive invoice

1.363 5
Check received invoice 68 Post-process invoice

379 5

Request data

379

Pay employee reimbursement [}

871 3 3

l Check contract conditions 111 Process employee reimbursement

379
Final check of invoice
3
1.096
6

Repeat payment process

Approve invoice Checked and approved

1.099 111

8 8

Clarify deviant invoice
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=  Process Discovery

=  Segregation of Duties
compliance

= Controls Monitoring

=  Process Adherence

-

Process Improvement

10

@ PROCESSGOLD
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Top 10 Risks 2018
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I N T
IT disruption ()
Data compromise 2 1* (5]
Regulatory risk 3 2 (1)
Theft and fraud 4 9 (1)
Outsourcing 5 3 (]
Mis-selling 6 Grx o
Talent risk 7 new

Organisational change 8 6 @
Unauthorised trading 9 Gax o
Model risk 10 - (1)

Source: https://www.risk.net/risk-management/5426111/top-10-op-risks-it-disruption-tops-2018-poll
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THE LANDINGS PAGE

Corporate Risk ®

6 questions

Are you ready?

-
-

20-4-2018 12
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Which current (IT) TRENDS will incur the most changes in your risk universe? )

Full Screen

0

Answers

20-4-2018 13
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Which current ECONOMIC DEVELOPMENTS will incur the most changes in your &
risk universe?

Full Screen

[k |
0

Answers

A China becoming leading ‘ America First
. Energy Transition . ECB still manipulating intrest rate

20-4-2018 14
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What COMPLIANCE requirement is concerning you the most? &

Full Screen

KEEP
CALM 0

AND

COMPLY WITH Answers
GDPR

A Privacy: GDPR/AVG readyness as of May 24, 2018 ’ ICFR: SOX readiness

. AML: Anti Money Laundering . Information SecurityL ISO 27001 and equivalents

20-4-2018 15
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What Aspect of CHANGE PROJECTS is most underestimated? ®

Full Screen

Leading the Change Management Process
from Resistance to Embrace

0

Answers

. Agile Application Development . Availability and Continuity Technical Infrastructure

20-4-2018 16
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Which IT CONTROL DEFICIENCES have the highest potential impact? 6

Full Screen

0l
0

Answers

A Identification and Authentication ’ Third Party Assurance e.g. on Cloud
. Physical Security . Software Change Management

20-4-2018 17
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Full Screen

Which MODEL RISK is the most feasible to occur? &

T

0

Answers

A Solvency of Banks (Risk Capital) ’ Energy Pricing & Availability

. Autonomous Cars . Prediction models for dangerous diseases

20-4-2018 18



